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SECTION 1 - Introduction

The purpose of this document is to assist Departments in identifying three (3) related items. It is referred to in Section 4.1 of the BC/AC Standard.

1. Information technology resources used for department operations

2. Records used, produced and/or stored as part of those operations

3. The functions/processes the identified IT resources and records support

The completed documents will be used for two (2) primary purposes:
1. Identify critical IT resources so that IT organizations can develop appropriate back-up, recovery and restoration procedures

2. Identify critical functions/processes for which business recovery plans can be developed to ensure continuity of operations should the critical IT resources be unavailable for a period of time.

Departments may choose to go about identifying functions/processes and IT resources in either of two ways.  They may first list functions/process, then identify IT resources used to support them, or they may identify IT resources first, and then list the functions/resources for which they are used. 
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Function/process identification

Feel free to contact Lynn Daley, Director of Business Continuity at 585-475-7812 or lbdrmss@rit.edu if you have any questions or need assistance.
SECTION 2 - Terms and Definitions
Business Function/Process – A set of procedures designed to work together to provide a specific product or service.
Business Function/Process Categories
· Critical – Loss will severely impact the operation of the department and others supported by the department.
· Necessary – Loss will have a serious impact on the department’s ability to function, but the department will be able to continue providing basic services for the duration of an outage.
· Desirable– Loss of this service or capability can be accommodated for the duration of an emergency by alternate means or can be delayed.
Recovery Time Objective - The period of time within which systems, applications, or functions must be recovered after an outage (e.g. one business day). RTO’s are often used as the basis for the development of recovery strategies, and as a determinant as to whether or not to implement the recovery strategies during a disaster situation.
Recovery Point Objective The point in time to which data is restored and/or systems are recovered after an outage.

Note: RPO is often used as the basis for developing backup strategies and determining the amount of data that may require recreation after systems have been recovered.
Vital Records - Records essential to the continued functioning or reconstitution of an organization during and after an emergency and also those records essential to protecting the legal and financial rights of that organization and of the individuals directly affected by its activities.
SECTION 3 – Function/Process to IT Resource
Use this section if the department wished to begin with Function/Process identification first, then identify IT resources for those functions/processes that are considered critical.
Section 3A – Function/Process List
List ALL functions/processes for the organizational unit in the table below, adding rows as needed.  Note each as either Critical (C), Necessary (N) or Desirable (D).  Add additional rows as needed.
	Function/Process Name
	Classification

(C, N, D)
	Indicate any critical time periods

	Example: 
Process paper applications for admissions
	C
	Dec 1 – Mar 15

	1.
	
	

	2.
	
	

	3.
	
	

	4.
	
	

	5.
	
	

	6.
	
	

	7.
	
	

	8.
	
	

	9.
	
	

	70.
	
	

	11.
	
	

	12.
	
	

	13.
	
	

	14.
	
	

	15.
	
	

	16.
	
	

	17.
	
	


Section 3B – Critical Process Details

Complete 1 form for each critical process identified in Section 3A (Function/Process List). Six (6) forms are provided.  Add more forms (copy and paste) as necessary.

Section 3B1 - Critical Function/Process 1 Details Form
	1. Critical Process Name:

	2. Recovery Time Objective (RTO)
	< 4 hours
	4-24 hours
	2-4 days
	5-7 days
	> 7 Days

	
	
	
	
	
	

	3. Technology Resources (application, software, hardware, network (voice and data)

	Name
	Type
	IT Support Organization

	
	Application
	Software
	Hardware
	Network
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Section 3B2 - Critical Function/Process 2 Details Form

	1. Critical Process Name:

	2. Recovery Time Objective (RTO)
	< 4 hours
	4-24 hours
	2-4 days
	5-7 days
	> 7 Days

	
	
	
	
	
	

	3. Technology Resources (application, software, hardware, network (voice and data)

	Name
	Type
	IT Support Organization

	
	Application
	Software
	Hardware
	Network
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Section 3B3 - Critical Function/Process 3 Details Form

	1. Critical Process Name:

	2. Recovery Time Objective (RTO)
	< 4 hours
	4-24 hours
	2-4 days
	5-7 days
	> 7 Days

	
	
	
	
	
	

	3. Technology Resources (application, software, hardware, network (voice and data)

	Name
	Type
	IT Support Organization

	
	Application
	Software
	Hardware
	Network
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Section 3B4 - Critical Function/Process 4 Details Form

	1. Critical Process Name:

	2. Recovery Time Objective (RTO)
	< 4 hours
	4-24 hours
	2-4 days
	5-7 days
	> 7 Days

	
	
	
	
	
	

	3. Technology Resources (application, software, hardware, network (voice and data)

	Name
	Type
	IT Support Organization

	
	Application
	Software
	Hardware
	Network
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Section 3B5 - Critical Function/Process 5 Details Form

	1. Critical Process Name:

	2. Recovery Time Objective (RTO)
	< 4 hours
	4-24 hours
	2-4 days
	5-7 days
	> 7 Days

	
	
	
	
	
	

	3. Technology Resources (application, software, hardware, network (voice and data)

	Name
	Type
	IT Support Organization

	
	Application
	Software
	Hardware
	Network
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Section 3B6 - Critical Function/Process 6 Details Form

	1. Critical Process Name:

	2. Recovery Time Objective (RTO)
	< 4 hours
	4-24 hours
	2-4 days
	5-7 days
	> 7 Days

	
	
	
	
	
	

	3. Technology Resources (application, software, hardware, network (voice and data)

	Name
	Type
	IT Support Organization

	
	Application
	Software
	Hardware
	Network
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


SECTION 4 – IT Resource to Function/Process

Use this section if the department wishes to first identify IT resources that the department uses on first, then identify functions/processes for which the IT resources are used.


Section 4A – IT Resource Identification

	IT Resource Name
	Type
(H, S, N, V)
	Function/Process Name(s)
	IT Support Organization
	Recovery Time Objective

	
	
	
	
	< 4 hrs
	4-24 hrs
	2-4 days
	5-7 days
	> 7 days

	Example: 
STARS
	S
	RIT Alert Updates
	ITS
	
	
	
	
	X

	1.
	
	
	
	
	
	
	
	

	2.
	
	
	
	
	
	
	
	

	3.
	
	
	
	
	
	
	
	

	4.
	
	
	
	
	
	
	
	

	5.
	
	
	
	
	
	
	
	

	6.
	
	
	
	
	
	
	
	

	7.
	
	
	
	
	
	
	
	

	8.
	
	
	
	
	
	
	
	

	9.
	
	
	
	
	
	
	
	

	10.
	
	
	
	
	
	
	
	

	11.
	
	
	
	
	
	
	
	


SECTION 5 – Vital Records
A vital record is any information required to support critical business functions/processes.  Vital records can be in many forms, i.e. tapes, CD-ROM disks, microfilm/fiche, hardcopy, reports, reference materials, etc.   

· Record Name / Description
· Type of Media - Electronic, Paper, Microfilm/Microfiche, Other
· Location of record - where is it kept – file share, filing cabinet, etc.
· Maintenance Description - how often the record is used, accessed, and/or updated
· Recovery Point Objective - how much electronic data can afford to be lost
	Vital Record Name / Description
	Type of Media

Electronic, Paper, Microfilm/Microfiche, Other
	Location
	Maintenance Description
	Recovery Point Objective

(for electronic records)

	
	
	
	
	24

hrs
	48-72 hrs
	> 72 hrs

	Example:

	
	
	
	
	
	

	1.
	
	
	
	
	
	

	2.
	
	
	
	
	
	

	3.
	
	
	
	
	
	

	4.
	
	
	
	
	
	

	5.
	
	
	
	
	
	

	6.
	
	
	
	
	
	

	7.
	
	
	
	
	
	

	8.
	
	
	
	
	
	

	9.
	
	
	
	
	
	

	10.
	
	
	
	
	
	


SECTION 6 - Certification
Sign-Off

The signatures on this document indicate that the document has been approved by the Business / Academic Unit, and the appropriate Vice President.
	
	
	
	
	
	
	

	Business / Academic Unit Representative Name (Print)
	
	Business / Academic Unit Representative Signature
	
	Title
	
	Date


	
	
	
	
	
	
	

	Business / Academic Unit Representative Name

(Print)
	
	Business / Academic Unit Representative Signature
	
	Title
	
	Date


	
	
	
	
	
	
	

	Vice President
(Print)
	
	Vice President Signature
	
	Title
	
	Date


Step 1: List the critical process





Step 2: Indicate the Recovery Time Objective (RTO). An RTO is the minimum acceptable time a function/process can be unavailable.





Less than 4 hours


4 to 24 hours


2-4 days


5-7 days


More than 7 days





Step 3: List the technology resources that support that process. These resources include applications, software, hardware, and network (voice and data).








Step 1: List the IT resource





Step 2: Indicate the type of resource:





H = Hardware


S = Software


N = Network


V = Voice





Step 3. List the functions/processes that the IT resource is used for





Step 4: List the IT organization that supports the resource





Step 5: Indicate the maximum timeframe the resource can be unavailable (Recovery Time Objective) to support the function/process:





Less than 4 hours


4 to 24 hours


2-4 days


5-7 days


More than 7 days
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